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1. #E &R

QEC_OPCUA_Server_HMI ZIE7E QEC-M RFIBFERAEDL A OPC UA Server Hlit T B - 1EEREFMEITE
opc.tcp://<IP>:4840 F#R - i PC _EBY UaExpert ~ IR35HY SCADA 3¢ MES B IZEHEREBEREN -

HETEHA-EEDEMN - ZEEER— Vortex86EX2 L :

4Rk BfE #tAH

ge"ri;A open62541 v1.1.2 ( 86Duino / DMP &4 Objects/QEC JEE N 10 $A&AZ5 - Security None / Anonymous
)

HMIREEIIR  BBIEER - LVGL86 + 86HMI AT LB =5 : Main / Log / Settings

BEFAL EEPROM bank 0 IP/ Mask / Gateway / Port AJfE IR 24 - ERIEAEN

REBEIMEB OPC UA Gateway * RBETE PC I 550 Server ~ RFREERSMNY HMI 4 -
EXTENAEE=fE "

1. B8 QeC BIRIG 1 Z 48 ZERY OPC UA ERERIE

2. BREMERTMI (EREA LUESE - TUSAERBRSER)

3. EEABCHERZAT - SR PSR R E B R &0

1.1 242548

1.1.1 FEREES]

m— "

QEC QEC-M R 5| BE R s a0 s AFEMAEELL QEC-M-070T ( Vortex86EX2 - 7" 800x480 EFH T,

MDevice _ [
ZER ) B - 2APEMBEEENESRERER
e 1x Gigabit RJ45 OPC UA TEEETL - B4M 2x 10/100 RI45 2 EtherCAT B - JEEE R

SEER

EfI%%4 Pc  Windows 10/11 5 Linux x86-64 + £ [l UaExpert 3 IRIZBE A AT SCADA / MES

QEC [E#AEL
e R BYFRAE RIGEMAEEER - EiRkeY REBOOT HHOI B A2 S A4
HIEER
86Duino Coding IDE 502 QEC BENERRAS
open62541 library vi.1.2 FH IDE f4 Library Manager Z%t ( #5 opc )
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86HMI 25T LE W& IDE [ 75 B myhmi.h / myhmi.cpp
UaExpert 2.x Unified Automation BJ%2 2 OPC UA Client - FAZRERFE

%2 QECc-M 2SI EL kB - 2L ARB AN - HMI MR EI21K 800%x480 HERY - HRIHEEL @ EARRE - B
86HMI Rt TESEMBE—XARENT ( R §8) ° FBIM - QEC.ModelName EIEAEAFAH banner #BAY "QEC-M-070T" &2
BEENFS  BEARREE—B -

1.1.2 BFZEE
OPC UA RY3E 4R 75 [a] 5KIZ = Client &) ~ Server X&) - W{E Client Z B HEEZE1HELR - FTLL " 32 Server s JRE
TEREEZFOEZIRE -

QEC-M-070T

E—BE: OPC UA Server Bi HMI f7£[E—H Vortex86EX2

HMI T Setpoirt / naleg | OPC UA Server LR
—_ ) UaE
7" B00=480 open62541 v112 !?E:ém 'fca":l Uﬂ—*Pfﬂ
Main / Log / Settings = Objects/QEC - 10 BEE: £ SEIR1E SCADA / MES
Command / Levet Gigabickias | OPC.tcp://192.168.2.266:4840

Security: None Auth: Anonymous

BB loop(), BHATEIEMAZE —— OPCUA SEPN, FTEFHMI

EEPROM RERERTE
1P / Mask / Gateway / Port - E# =I5, BOGRESEEA
. v
HMI » OPC UA OPC UA » HMI HEMARE
Setpoint Int32 RO Command Int32 RW Counter Uptime Sessions
Analog Double RO Level Double RW ModelName SketchVersion IpAddress
mREE-RE. Client JEEH Client R, @i 200 ms PIBETR Counter &# +1, FAREA Subscription

OPC UA B1E#8 7K B2 Client £8h. Server #8) —— FTbL "3BR Server ) IRE T ZEBFR MR

1-1 ZEFFEBHEERT - _LIUE#L Client 57 2Z3£ QEC + [T HMI [EIHR ~ OPC UA Server Z15% [ &1 787 /5] —#E Vortex86EX2 _f »
KT Eh QEC 7&E Server - FIET A NREL - & sketch BHI—4E APl :

UA_Server_new() / UA_Server_run_startup() / UA Server_run_iterate() — QEC =2 Server (ATFHi)
UA Client_new() / UA _Client_connect() / UA_Client_readvalue...() — QEC /& Client (S—{nFM)

QEC.Sessions Fh & B AIE#IS A QEC AV Client (= A Server InEF LR -

MIEAB I UIER— sketch B 7F ( QEC ¥ LIS Server ~ ¥ = Client ) - library FZ2&ESZIE -

FEPHZEEZLHE : loop() B—BEMENY ua_Server_run_iterate(server, false) - AB R - EE2HEEH

EtherCAT HERIATIZ (R §9) -
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2. 3£ E QEC MDevice

2.1 PC ImZeds

2.1.1 86Duino Coding IDE 502

1. 7t QEC EA N &% 4% 86Duino Coding IDE 502

2. F3 USB #R3E$Z QEC MDevice £2 PC

3. BRI Windows REEIEE - E:0 " EIEIE (COM port) 1 J& N 3R QEC AY COM port ( #HI T2 com12 )

4. IDE BY Tools — Board E/RF _EAY QEC-M BUSE ( AAFHE QEC-M-070T ) ; Tools — Port #E F—HEIMW

COM port

2.1.2 open62541 library

1. Sketch — Include Library — Manage Libraries...

2. EEHEA orc — £ F! open62541 — Install

3. LHESERE - sketch — Include Library H/EEEE HIR open62541 - R 1.1.2

Twvpe Al ~ | Topic |All ~ | lope
‘ openb2541

by Julius Pfrommer
Open source implementation of OPC UA (OPC Unified Architecture) aka IEC 62541 licensed under Mozilla Public License v2.0 open62541
(http://open62541.0rg) is an open source implementation of OPC UA (OPC Unified Architecture / IEC 62541) written in the C language.

| | More infg|

Install

Close

[E2-1 Library Manager #£= opc Z# - ;FEFEH open62541 FLEZEZEH library ; #FInstall - ZE527E Sketch — Include Library & FIHk 2
1.1.2 ~

BEARZEE 1 open62541 BRI R EHEEE IDE BY 1ibraries\ &~ - &5 IDE °

AR . e T EEBREFRIOREK ( ERNKZEBKE open62541 ) - iBFEMIE - #1AR 1ibrary.properties
# name 2/\E open62541 - M fF K IDE Ol SEHEEIEERY -

2.1.3 UaExpert ( FA2RERZE Server )

UaExpert 22 Unified Automation 9% & OPC UA Client - §5 Fh @ F '© &1 QEC Y Server -
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Fl| Unified Automation A8ULEEMIESE ( RERRFLED )
Downloads — OPC UA Clients — UaExpert — N &l Z8E

ZEEREEE — P Next : Custom Setup {RIFFEFR ( UaExpert + Documentation + £ 51 MB ) — Install —

Finish

"8 UaExpert Setup — X

Welcome to the UaExpert Setup Wizard

The Setup Wizard will install UaExpert on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

UaExpert

Discover a new OPC

Back Mext Cancel
"8 UaExpert Setup = x
Custom Setup l I
l -
Select the way you want features to be installed.
Click the icons in the tree below to change the way features will be installed.
B-
EI*I UaExpert
Elvl Documentation
This feature requires OKB on your
hard drive. It has 2 of 2 subfeatures
selected. The subfeatures require
51MB on your hard drive.
Location: C:\Program Files\UnifiedAutomation\UaExpert), Browse...
Reset Disk Usage Back MNext Cancel
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"8 UaExpert Setup — )¢

Completed the UaExpert Setup Wizard

Click the Finish button to exit the Setup Wizard.

UaExpert

Discover a new OPC

(] show Readme

2-2/2-3/2-4 ZHIEEH—EFHEEE - custom Setup FAHE) - FBARFLE T UaExpert £ Documentation 21227 C: \Program

Files\UnifiedAutomation\UaExpert\ °

FE—NENENZ Bk L New Application Instance Certificate + 1H¥F Common Name 32 0K
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. New Application Instance Certificate

SUBJECT.

Comman Name: UaExpert o

Qrganization: "

Organization Unit:

Laocality:

State:

Country:

(Two letter code, e.g. DE, US, ...}

OPC UAINFORMATION

Application URI: Llrn_:Uniﬂe-j.-"-'.ut-jmati-Jn:UaE::pert v

v

IP Addresses: Er)
8

[—]

CERTIFICATE SETTINGS

RSAKey Strength: 2048 bits ¥ Signature Algorithm:  Sha256 ¥ Cerificate Validity,. 5Years ¥
D Password protect private key

Password: 4

Passward (repeat): 8

CANCEL

2-5 FE—XRET E L BENEEHZZHE - Common Name FEZZAE UaExpert@< RS E#> - BiZ/HER B —
BRI R Z UaExpert FHRZZHIE OB 747 - 2 QEC i&5—IF#ERF ( Server 2 Security None - -FEz&i& ) °
Organization 1 EHIAI BIZF0FZZ(EH - BBZERID] - [EFHIERS S 78 S5 -

b

E—THBA—RMAEHELIR - RFEBEETE %APPDATA%\unifiedautomation\uaexpert\PKI\ « IAMEESINIaE IS
ZEM -

T

2.2 EARERAA

QEC_OPCUA_Server_HMI.ino 172017 - QI A AIERE :
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Network cfgload() / cfgSave() / cfgDefaults() / parseIp() / maskvalid() / EEPROM SEESBAEREE « E5AE
Settings Ethernet.begin()

IPEM
HMI myhmi.h /myhmi.cpp * Hmi.* ~ qlog() / setStatus() / setCfgStatus() —BEhRE - B « HiR

log ~ HAEE5

Application handleHmiEvents() / syncOpcToHmi() / tickls() / doConfirm() / RER  #EENES
Logic doDefault() / doReboot () e s
B TE B e P E R
Task / setup() / loop() / helperYield() / BEGIN_HMI_EVENT_PROC BS 8 (T4 IEPREEHEAR © OPC
Runtime P
UA BB - 200ms EF - 1
s tick
OPCUA UA_Server_new() / UA_ServerConfig_setMinimal() / T server ~ EIELHE - B4
Server buildAddressSpace() / addvar() /writeInt32() / readInt32() —
A A

2.2.1 AIRERTE

#8538 7€ PU¥E EEPROM bank 0 ( EEPROM_16K ) HYRT 18 bytes :

_

0 magic 'Q’

1 magic 'C'

2 version ( BAT 1)

3-6 IP

7-10 Subnet Mask

11-14 Gateway

15-16 Port ( high, low )

17 checksum = XOR(0..16)

BT cfgload() B858 magic * version £ checksum - E—IEAR K B ENEIZ| sketch BY DEF_* TERR{E - 10 1E log
#ZHH no valid EEPROM config - using defaults ° PRLAZE—RYESF - 5 EEPROM B2 - W — 1R FHGIEE
% o

#define DEF_IP "192.168.2.200"
#define DEF_MASK "255.255.255.0"
#tdefine DEF_GW "192.168.2.1"

#tdefine DEF_PORT 4840

T8 [ER £ EEPROM 2B AVE RN RA - 2RLTMRARSEE BB -

2.2.2 HMI
FT A log [B) A5 & 2! Serial Monitor ( 115200 ) £ E#R Log B - BB MG
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static void glog(const char *s) {
Serial.println(s);
if (!hmiReady) return;
/* ...timestamp, write to the TextList... */
if (logNext > LOG_LINES) { /* full: clear but leave a marker */
7% ooo ©f
¥

log BEEm 99 TRIERE  WEF 1TEDN ----- log full - cleared and restarted ----- SR T EIRE

R#IT BANBEWREB, -

2.2.3 [EREEE

L] f it =

UA_Server_run_iterate(server, false)

200 ms syncOpcToHmi() : & Command / Level EF#TEMR * E#T Sessions / Uptime / LED
s tickls() : Counter +1 * % Uptime / Sessions * EHTEIRFiE

ESgis handleHmiEvents() : #28 ~ BIAER - CONFIRM / DEFAULT / REBOOT

Setpoint / Analog RTEEFE R FHEFEE A (Hni.numberInputApplied() ) - AE2EE I - FIITZBE

TR

2.2.4 iR B # 1T

void loop() {
if (server && serverOk) UA_Server_run_iterate(server, false);

unsigned long now = millis();
if (now - lastFast >= 200) { lastFast
if (now - lastSlow >= 1000) { lastSlow

now; syncOpcToHmi(); }
now; tickls(); }

BEGIN_HMI_EVENT_PROC
handleHmiEvents();

}
END_HMI_EVENT_PROC

BEGIN_HMI_EVENT_PROC / END_HMI_EVENT_PROC RFEE — (&5 128 KA Hmi.eventPop () BE - A EMM
helperYield()——=ERIFZ helpervield() EMBY - E—HESEN "EF ., BEREEZRLME : delay()
HEERAEZSEH  ZESHEFEFE helpervield() -

2.2.5 OPC UA Server
ERRER T —CEHAHEHEE

setup() Bl

putenv("TZ=CST-8"); tzset(); /* [@] time zone, before any UA DateTime_now() */
Hmi.begin(); /* [1] HMI */
cfgload(); /* [2] settings */

10 - ICOP Technology Inc.



Ethernet.begin(mac, ip, dns, gw, mask); /* [3] static IP; shares the SWS stack with open62541 */
server = UA_Server_new();

UA_ServerConfig_setMinimal(cfg, cfgPort, NULL); /* [4] setMinimal() rather than setDefault() so the
configured port takes effect */

cfg->customHostname = UA_STRING_ALLOC(ipstr); 7 publish the discovery URL as an IP, not the library
default host name */

cfg->accessControl.activateSession = ...; /* ... session-counting hooks ... */

buildAddressSpace(); /* ... [5] address space ... */

UA_Server_run_startup(server);

addvar () SREENRLEDM L attr.dataType :

attr.dataType = type->typeld; /* without this UaExpert shows BaseDataType */

23 HEER

1. T3 DEF_IP FHMFERERIRGHERMER

2. 1% IDE B9 Upload ( — %788 )

3. f#miE+ LfEX 30-60 B

4. BARA Serial Monitor ( 115200 ) - FEZEHVAEE :

=== QEC-M-070T OPC UA Server + HMI ===

QEC_OPCUA_Server_HMI

HMI started

config loaded from EEPROM

IP 192.168.2.200 mask 255.255.255.0 gw 192.168.2.1 port 4840
Ethernet.begin ret=1 IP = 192.168.2.200

address space built (Objects/QEC)

Discovery URL: opc.tcp://192.168.2.200:4840/

OPC UA server running

& coms - 8 x
| Smd

09:25:17.757 -> === QEC-M-070T OPC UA Server + HMI ===

09:25:17.757 -> QEC_OPCUA_Server_HMI

09:25:20.298 -> HMI started

09:25:20.298 -> no valid EEPROM config - using defaults

09:25:20.298 -> IP 192.168.2.200 mask 255.255.255.0 gw 192.168.2.1 port 4840
09:25:20.331 -> Ethernet.begin ret=1 IP = 192.168.2.200

09:25:20.399 -> address space built (Objects/QEC)

09:25:20.399 -> Discovery URL: opc.tcp://192.168.2.200:4840/

09:25:20.399 -> OPC UA server running

/] 2-6  Serial Monitor HJETHEGHE - 41 /B & 7 Ethernet.begin ret=1 ( F&Z0 ) £ Discovery URL: opc.tcp://<IP>:4840/ ( ZIP - &
86Duino ) - ER#& —71T4Z OPC UA server running ° 755 asH058 TR GEEZAM - AN 4 7TEno valid EEPROM config - using
defaults —— 52 F 7 aRH0 - FiATT2 reset 21492 F T HIHFHT (delay(2000) ) ;| EFREEZETT ZEHI5E 15 52 Hi . begin() °

Ethernet.begin ret= 1(0 RERIEBHER - B §7)
REER IP - K2 0.0.0.0

Discovery URL: opc.tcp://<IP>:<port>/ » AR opc.tcp://86Duino:4848/

OPC UA server running

o
ﬁ\f@
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B—RERIS - 5541722 no valid EEPROM config - using defaults & [E 2-6 ThREEIREE - EAZHE :
EEPROM EHCE AW BAL + FTll cfgload() IRE] sketch fI DEF_* 18 ( §2.2.1) - R TAMARILNR - £
Settings B 1% — X CONFIRM @ 7 BB RBIMEIZ BA/N config loaded from EEPROM ° #1SR%iB CONFIRM ZEIEE
—EH#R no valid EEPROM config @ A REMARE — R §7-

L {ERIFESCTE UaExpert 1% Disconnect ° -{ES reset #iF - UaExpert B watchdog EF 4R timeout B AE B
EEE  RFOROAGECEL (R§7) -
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3. OPC UA i1l ZERE B B B 32 48

3.1 EARAER

Root

- oEC

L— objects
F— Server

— Setpoint

— Analog

— Command

— Level

— Counter

— Uptime

— Sessions

— ModelName

— SketchVersion
'— IpAddress

Int32
Double
Int32
Double
Int32
Int32
Int32
String
String
String

(OPC UA FEEAEE(THG » NSO )
(Object, ns=1;s=QEC)

RO
RO
RW
RW
RO
RO
RO
RO
RO
RO

«— Tk 0 Client HEH
— [HERE > Client HES
«— Client Ei#EzR
«— Client ZEEAR

ns=1;s=QEC.
ns=1;s=QEC.
ns=1;s=QEC.
ns=1;s=QEC.
ns=1;s=QEC.
ns=1;s=QEC.
ns=1;s=QEC.

ns=1;s=QEC.

ns=1;s=QEC.

ns=1;s=QEC.

Server 1%

Setpoint

Analog

Command

Level

Counter

Uptime

Sessions

ModelName

SketchVersion

IpAddress

Int32

Double

Int32

Double

Int32

Int32

Int32

String

String

String

RO ER ninl WA — EUZRAEE

RO ER nin2 BIA (JFR ) > CURAER

RW FUERFBA - EHR num1 BER

RW FURFBA (FFR) - ER num2 B7R - 4 I/NE

RO B +1 - FIBIERESE DataChange —E MK

RO BEMAOB (millis() K 49.7 KEEE—R - BRHRT )

RO B ATEARAY Client session £

RO "QEC-M-070T"

RO "QEC_OPCUA_Server HMI" —— Bl QEC_SKETCH_VERSION HI1E -
A RER

RO B bind FAY IP - B Settings BARRRAIERE — NFRER
BRI

Endpoint

SecurityPolicy

MessageSecurityMode

UserTokenType

ApplicationUr

Subscription / DataChange

opc.tcp://<QEC_IP>:<port> ( port CJFEEIRERE - FEER 4840 )

None ( UA_ENABLE_ENCRYPTION FRARE )

None
Anonymous

urn:open62541.server.application

&
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Method Call i
Discovery ( ServersonNetwork ) KRimeZ /BB A Endpoint URL
Event / ModelChangeEvents KR = L EI BB Z &) Rebrowse

3.2 FELAME

F a2 E RN —BR D © Setpoint / Analog ¥7 Client ERE + Command / Level 7 244 Client B89 :

Yl -l i HEE2ERRIR
HMI — OPC Setpoint (Int32) - Analog ( Double ) EHR ° Client REE
UA .

=l
OPCUA — Command (Int32) * Level ( Double ) Client - E1R R &8
HMI _

N
Z R AR EE Counter /Uptime / Sessions / ModelName / SketchVersion / IpAddress 22 - Client RAE

A=

A1t setpoint / Analog 2MEE ? EMAZCIEEMIEETEL ( syncOpcToHmi() REE Command / Level ) ° EFIIY
Client 8 = ERIZRARIE setpoint Ak 999 2% - EIFE 999 - HIREFREME  MBL—HMBERBEMR

N UARIERE & - BiE/EE HiEULE BadNotiritable - AR TERERKINEENRERE, -

2R (Int32 / Double ) EREATIRAVEIRS ( Command / Level ) + BARAARRE -

#E : UA_server_writevalue() 2 server IGRUAEMIE A + A% accessLevel IR - PR IRIRE S RO BIF—

—QEC.Counter —EE RO tHIREZEM +1 -

33 LZEBEERIMTE
H 1 —S4R4E OPC UA Client 232K - fEFd Objects/QeC mAZ EEBTRRENF - A-HUSESZE—R EH

EME "ERBENE Y L NEEEE

+ DataType =EBEEIRI - 25 setpoint & Attributes + ZHA/N Int32 IM-~2 BaseDataType RELURGZEA

FEBERIFBE LS -

+ Counter EECIEIE - 4 Data Access View + Value B +1 ~ Timestamp IREEHT + S 3%/~ Subscription B9
DataChange B2 -

+ HIREIGERFE - Client LED &5 * sessions #{ 1 — HRREBERER MESE - AUE EMIFRE
%= .
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I unied Automation UsExgent - The GPC Unifed Architecture Client - NewProject® - 8 X
File View Server Document Settings Help

‘0P BBOI* -0 X420 xDD oD@ ) S
PROJECT ® ® DATA ACCESS VIEW ATTRIBUTES ® e
v @ Project " SERVER NODE ID  NODE PATH JISPLAY NAME  VALUE DATATYPE JRCE TIMESTAIVER TIMEST/ STATUSCODE Svlh am s ra
v [ Servers ATTRIBUTE VALUE
% opené2541-based OPC
~ [@ Documents

0 Data Access View

ADORESS SPACE s e
O % No Highlight v

O Root REFERENCES ® e
/@ Objects : 2 vl al @l Forward + #

v & QEC
REFERENCE TARGET DISPLAYN
> @ Analog

> @ Command
-~ @ Counter
- @ IpAddress
- @ Level
> @ ModelName
» @ Sessions
- @ Setpoint
> @ Sketchversion
> @ Uptime
L A Caruan @ References

LG s e
® B
TIMESTAMP SOURCE SERVER MESSAGE

B e

3-1 UaExpert #9Address Space - Root / Objects / QEC /) ~ 10 #EEI AN E1Z 7 -
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4. HMI EE INEERR A

— 8B . Material / Light S X8 - MR Ek 800x480 HE -

4.1 Main — Z@EF R

E¥EZERROMIERT - A4EEERE : endpoint ~ Client LED ~ Sessions 2 Uptime ©

QEC-M-070T OPC UA Server

HMI >>> OPC UA Endpoint clent @)

Setpoint (Int32) opc.tcp://192.168.2.200:4840

Security: None  Auth: Anonymous

Analog (Double)

Status
Sessions 0

OPC UA >>> HMI Uptime (s) 37

Command (Int32) 0
Time (UTC+8)

Level (Double 0.0000 2026-09-07 11:02:41

OPC UA server running

[E4-1 Main B4R . Client LED #/= * Sessions =0 °

QEC-M-070T OPC UA Server

HMI >>> OPC UA Endpoint cer: @

Setpoint (Int32) opc.tcp://192.168.2.200:4840
55 Security: None  Auth: Anonymous
Analog (Double)
s Status
Sessions ‘I
OPC UA >>> H MI Uptime (s) 41 2
Command (Int32)
77 Time (UTC+8)

Level (Double) 3.1416  2026-09-07 11:09:33

OPCUA -> Command =77

[E4-2 Main EF#E4% : LED £5 * Sessions =1 ~ Setpoint =55 ~ Analog = 1.234 ~ Command = 77 * Level = 3.1416 - #2551/ OPC UA ->

tfiL / %5 ThaEE

Setpoint (Int32) EiAAE B—TIU LT IR - BA — R - T ZEHE QEC. Setpoint

Command =77 ~°
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tfiL / s

Analog (Double) E AZE
Command (Int32) #E/R

Level (Double) #&7R

Endpoint
Client + LED
Sessions
Uptime (s)

Time (UTC+8)

AREEZN (D)

ThaE

[B_L - J¥% - B#E QEC. Analog

QEC.Command HJIR{E - B 200 ms E#

QEC.Level FIR1E - 4 fiI/NVE)

S EEIEABRERM 1P & port - FE2RITWFEH
A Client ZRHER - MERKMT
B RIZEARH Client &

FTDE

AR - BREEAENK1z5E

B —ES5H - B log BERE—1THE - E 769 px - RABAZEF

SETTING tEl settings B ( BRI ENEM S RFVE - 212 CONFIRM WARESHE
=)
Loe £N%] Log &
SN S &6
HMI -> Setpoint = 55
HMI -> Analog = 1.2340
OPC UA -> Command = 77
OPC UA -> Level = 3.1416
client connected (sessions = 1)

client disconnected

(sessions = 0)

BAKXMRAERIREZ—@E FaILED - [FFFTE log B | write QEC.Setpoint failed: <StatusCode> °

4.2 Log — EHHR _EHAYENES Console

KL E-AIMBEHEEE

- £ Serial Monitor @45 -
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Console / Log

1 11:02:04 HMI started

2 11:02:04 config loaded from EEPROM

3 11:02:04 IP 192.168.2.200 mask 255.255.255.0 gw 192.168.2.1 port 4840
4 11:02:04 Ethernet.beginret=1 IP=192.168.2.200

5 11:02:05 address space built (Objects/QEC)

6 11:02:05 OPC UA server running

7 11:02:41 client connected (sessions=1)

& 11:03:02 HMI -> Setpoint=55

9 11:03:16 HMI -> Analog = 1.2340

10 11:03:18 OPCUA -> Command =77

[E4-3 Log B - ZFI#EASHTT + client connected (sessions = 1) + —Z2 HMI -> Setpoint °

TextList ( p2t11) 99 17 ~ AT - BEIBRERNT—1T
=M BEWES1TE ----- log full - cleared and restarted -----
CLEAR

BEWMSE 1 TEHRSA

BACK [E] Main B

MZAE Serial Monitor —% DBEREAMIT (=== ...
BIMENEET - REHIRTE Serial - IRBREHN - BRESE

i)

4.3 Settings — X IP / Port AL E FTIEER

== B sketch & 78 ) B4 - BHTE Hmi.begin() Z
- E—EneH—MRERE -

i Z 7% EEPROM BIME - Af# Active now BIREHIEANAE - MBLHMBER L HOREM -
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Settings

Network Configuration Actve now

IP Address 192.168.2.200 IP  192.168.2.200
Subnet Mask 255.255.255.0 Mask 255.255.255.0
Gateway 192.168.2.1 GW 192.168.2.1
OPC UA Port 4840 Port 4840

Stored in EEPROM - press REBOOT (or power-cycle) to apply

( DEFAULT ) ( REBOOT ) ( v CONFIRM )

[E]4-4  Settings B FF  ZHFL 1% Active now #5/5] -

Settings

Network Configuration Actve now

IP Address 192.168.2.210 IP  192.168.2.200
Subnet Mask 255.255.255.0 Mask 255.255.255.0
Gateway 192.168.2.1 GW 192.168.2.1
OPC UA Port 4840 Port 4840

Stored in EEPROM - press REBOOT (or power-cycle) to apply

( DEFAULT ) ( REBOOT ) ( v CONFIRM )

Saved: 192.168.2.210:4840 - press REBOOT to apply

[E4-5 ZHHEKEERIP - FiE Active now = EE1E - X ASSFE T Saved: ... - press REBOOT to apply ° i&5ki=gca000 T 77 T 1EERER, -

IP Address/Subnet Mask /Gateway Textinput - 25— FOU LB IEGRAR

OPC UA Port Numberinput - 1-65535

Active now ( Bt ) FARETEEEMMWE - BAEHEAR - ARUBREBE
RER

CONFIRM ERsE1B 3 A EEPROM

DEFAULT [B12] sketch #Y DEF_* TR B R A - & 3 WREMR

Reso0T REEHHRD TN - B3 DARWR

RS (EED) ARk MREA - FREESR - RERER
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M / %58 ThaE

BACK [E] Main B

CONFIRM BYEEFEFRAI

F—IERNEBAMBERRER - REA EEPROM :

BE KRR

1P SIYER 0-255 IP address format error

Subnet BIUEE 0-255 Subnet mask format error

Gateway A IUER 0-255 Gateway format error

Port 715 1-65535 Port must be 1 - 65535

P E—BARESO IP address must not start with ©

EE I EEE Subnet mask must be contiguous, e.g. 255.255.255.0
P REEE4AER AT IP is the network address of this subnet

P REEEESHEAIHE IP is the broadcast address of this subnet

Settings

Network Configuration Actve now

IP Address 192.168.2.200 IP  192.168.2.200
Subnet Mask 255.0.255.0 Mask 255.255.255.0
Gateway 192.168.2.1 GW 192.168.2.1
OPC UA Port 4840 Port 4840

Stored in EEPROM - press REBOOT (or power-cycle) to apply

( DEFAULT ) ( REBOOT ) ( v CONFIRM )

Subnet mask must be contiguous, e.g. 255.255.255.0

[E]4-6 Subnet 12 255.0.255.0 #£7% CONFIRM - X 2531/# T Subnet mask must be contiguous, e.g. 255.255.255.0 -

WS BEMRMNITHET (255.0.255.0 EREZRIER  FEEISHMMEEELRL) ;| K/ EEMCIL2WKE
SHER - Frll 192.168.5.0 7& /16 [&E MRS X -

Gateway FERMR A RRAME (WA E S AFE gateway ) - FEMSEEMN saved: ... -

WARNING gateway not in this subnet °
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ZREER

DEFAULT &1 REBOOT Ef EBRIRGRRE N PETELR - FTLIEIEE 3 WAKMNR :

F—Xf% — JREEFI| : Press REBOOT again within 3 s to restart the device
oA — T

Settings

Network Configuration Actve now

IP Address 192.168.2.200 IP  192.168.2.200
Subnet Mask 255.255.255.0 Mask 255.255.255.0
Gateway 192.168.2.1 GW  192.168.2.1
OPC UA Port 4840 Port 4840

Stored in EEPROM - press REBOOT (or power-cycle) to apply

( DEFAULT ) ( REBOOT ) ( v CONFIRM )

Press REBOOT again within 3 s to restart the device

[E4-7 #Z—KREBOOT #& - iXAESI/#E T Press REBOOT again within 3 s to restart the device °

MEEEA G R ; 3% REBOOT EUH D AR B — A DEFAULT » SIBIRM—4% ; 3% conFIrRM BIEMEEECE - #EA

Settings ERFIth 22 ERE -
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5. BRRIE—N . F—EERRM

51 E—FEEMAE

F PC _ERY VaExpert E EI 24 - E—REEWE L > BN > BAZR—RE - 2HMTALO T2
g - PRABERTEEN

W5EE—E - REEER Y =45 | QEC BRI _ELURE oPC UA VA SR - BARMNERARIZIE
MR - MEERTUERRE - #TREENZE SCADA * MES EZRECHRMEN - ¥ Qec KEIRB =R —
— EMANZER—ERENH -

UaExpert R2EBHRAENREE R - FECLS SCADA/ MES - FZ2TRE S B Python opcua * C# OPC
Foundation SDK 2 client - A EEZRE - hEtHEEHBHEETE 1% -

5.2 R ZA

1. QEC MDevice E ¥k QEC_OPCUA_Server HMI - Serial tH3% OPC UA server running
2. #BESARIETE Gigabit RJ45 f, ( A EBBME 10/100 EtherCAT fL )

3. PCHQEC [B#AER (PC L ipconfig TEFD)

4. PC B©ZZE Uakxpert ( ZELSR T §2.1.3)

5.3 558

1 7t Unified Automation #8I45Efff — Downloads — OPC UA Clients — UaExpert — N &Z28E
UaExpert
2 BIRE BEREIENZ E KR 1T Application Instance Certificate - 3 Common Name BE4S
3 BEEL Add Server — Add. ..
Server
4 A &% Custom Discovery — 828 ¢ pouble click to Add Server... > — EA
Endpoint opc.tcp://192.168.2.200:4840 — Enter
5 BREMERZ 54BN > BH - /K N None - None (uatcp-uasc-uabinary)
E
6 EEEPFE 770 Authentication Settings % Anonymous — OK
7 AR £ Project ®IFUFZ Server E3%H$# — Connect
8 E L UaExpert Log 3R changed to 'Connected' ; QEC HI#R LED 2% - Sessions =1
9 B EERE Address Space fEFf Root / Objects / QEC - T&H3 10 FHEIEL
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10 HE2E DA & setpoint / Analog / Command / Level / Counter i3 Data Access View
View
.
B Add server 7 X

Configuration Name

open62541-based OPC UA Application@192.168.2.2080
PKI Store

Default v

DISCOVERY  ADVANCED

Endpoint Filter: No Filter v

2, Local
> 9, ServersOnNetwork
v ® Global Discovery Server
& < Double click to Add GDS Server... >
v & Custom Discovery
& < Double click to Add Server... >
v O opc.tcp://192.168.2.200:4840
v @ open62541-based OPC UA Application (opc.tcp:

> &® Reverse Discovery

AUTHENTICATION SETTINGS

® Anonymous O Username/Password O X509 Certificate

[J Connect Automatically

OK | [ CANCEL

LN -

5-1 Add Server ¥1ZZ#E : Endpoint E/Z/Z * None - None (uatcp-uasc-uabinary) #7257 + Authentication 2 Anonymous ° %/ endpoint Z/F
1P BAHT -
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. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

BE 0 #» P P @ % = ©o x % 8 e ¥ @ B ;@
PROJECT ®® DATA ACCESS VIEW
B Project # SERVER NODE ID NODE PATH JISPLAY NAME  VALUE DATATYPE JRCE TIM
M Servers
o ©comect
D Data Access View X
“4 Properties...
ADDRESS SPACE
e
&=  Remove
= o) LE
[E]5-2 7 Server L2774 — Connect #71)A5Z< °
8 Urified Automation UsExpert - The OPC Unified Architecture Client - NewProject* _ o x
File View Server Document Settings Help
‘H 0 v PP @i+ - X 4% S iR ¥x o @@
PROJECT ® @ DATA ACCESS VIEW ATTRIBUTES
Y- Bt Project # SERVER  NODE ID  NODE PATH JISPLAY NAME  VALUE DATATYPE JRCE TIMESTAVER TIMEST/ STATUSCODE S vln am
Q& 1 open6254l.. Nsll‘strin... QECIS-p;Ln( Setgnmt [ Int:i . 1*‘; e1:1. Cmu: ATTRIBUTE
2 open62541. NSL|Strin. QEC/Analog Analog e Double @1:1. Goo
% open62541-based OPC ;. .c3541 Nsi|Strin. QEC/Commanc Command  © Int3z T4 @1:1. Good jaroceid
B Documents 4 open62541. NS1|Strin.. QEC/Level Level ] Dauble “FeF @1:1. Good NamespaceIndex
0 Data Access View 5 open62541. NSL|Strin.. QEC/Counter Counter 1609 Int32 e 01:1. Good IdentifierType
Identifier
NodeClass
BrowseName
ADDRESS SPACE L DisplayName
' A Mo Highlight v Nasrrintinn
L REFERENCES s @
& objects 2 v| a] #] Forward v #
& QEC —
@ Analog REFERENCE TARGET DISPLAYNS
- @ Command HasTypeDe. BaseDataVaria.
@ IpAddress
@ Level
- @ ModelName
@ Sessions
@ setpoint
® sketchVersion
- @ uptine
& caruan 1 References
LOG ®
® P
TIMESTAMP SOURCE SERVER MESSAGE
T e P — T —— ;

[E]5-3 FE4% DA View &5 Sl ( =
41 -

ESSERRDSREMMT - RESR URL AB—5IR ok & i
uasc-uabinary) ° 55%b Local Network RHKERARES

URL °

548 7%

1%

FAEIEIZHY Counter ) - DataType 47T Int32 / Double - StatusCode £ Good ° /&% Counter 21609 -

&y - MARFEEE NHY None - None (uatcp-
28 ( Discovery R A M=) - —EEZFHWA

UaExpert Y Log & 43R changed to 'Connected' - Address Space &} Objects/QEC ; [E—H5fE QEC EHRAY

Client LED £ - Sessions #p{ 1 * Log E%—17T client connected

BERBIMNER -

==
=

24

(sessions

—EIREMEENF - —EHE—R - HEmCRBEFREZEN -
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ER — EAI%4%

£ Main B setpoint 1@ & A 55 WHEFS - UaExpert HY DA View # QEC/Setpoint ST ZIEE Y 55 - EIRARRE S #

JRHMI  -> Setpoint = 55 ° ZREHVEEFH Analog BIA 1.234 -

Huz4% — @R

£ UaExpert ¥ QEC/Command B A 77 + EIHRHY Command 7E 200 ms AR 77 - AKEESIEE7R OPC UA  -> Command
= 77 ° ZEARURERS QEC/Level = 3.1416 - EWMEBERI/N\BEE 4 1T -

BEPE—HEINIRS

REEE

ol
f

2
Counter B +1 ~ Timestamp IR E Bk Subscription B DataChange #1&1E®

Source Timestamp EAE R Time —2 ~ ~Z 8 /\FF FFEREIEM (TZ=CST-8)

%3 QEC/Setpoint EHXIE - [B] BadNotWritable FEREEN (§3.2) - EBHTH - A2ME

UaExpert 3% Disconnect & E 1R Sessions [EF] 0 BRI ETEEEMESE

EEHRF - log H13R config loaded from EEPROM AR EF1E EEPROM 18 - A =12 (§6)

[ uniiea UsExpert - The OPC Lnified Archi Client - NewProject® - B8 x

File View Server Document Settings Help

‘H D v PP @+ = B % & fe x @B BE:@
PROJECT ¢ © DATA ACCESS VIEW Js—— §
@ Project " SERVER MNODE ID NODE PATH JISPLAY NAME VALUE DATATYPE JRCE TIMESTAVER TIMEST/ STATUSCODE o JI [ h ¥ ra
lcaryars 1 open2541. NS1|Strin.. QEC/S-point Setpoint [N Int32 T4 el:1. T4 @l:1. Good ATTRIBUTE
——m .. 2 opens254l. NS1|Strin.. QEC/Analog Analog ) Double T4 e1:l. T 01:1. Good =5
N 3 open62541. NS1|Strin. QEC/Commanc Command 8 Int3z T4 81:1. T4 @1:1. Good ool
ST A 4 open62541. NWS1|Strin. QEC/Level Level ] Double T4 e1:1. U e1:1. Good NamespaceIndex
,,_ - 5 open62541. NS1|Strin.. QEC/Counter Counter 1655 Int3z T4 e1:1. T e1:1. Good
£ 9 No Highlight REFERENCES 5 e
© Root S vl al #] Forward + #
¢ 9 0bjects REFERENCE  TARGET DISPLAYH
& c HasTypeDe.. BaseDataVaria..
@ Analog
@ Command
o rannban 1 References
LOG
® B
TIMESTAMP SOURCE SERVER MESSAGE

2026/9/7 T4 01:20:2.. DA Plugin opené2541.. Write to node 'NS1|String|QEC.Setpoint' failed [ret = BadNotWritable]

[E]5-4 #fIEiEHTQEC/Setpoint BAMF - Server [B]BadNotWritable ° Bi5 7 [0]EEEH1E T - L& TELFKEL « EIRAERIE, -

Z3E#E - QECHYOPCUANMTHEMEERTRT - &Fh2H - BRl - AOEE §3 - BMECHEMRZE

buildAddressSpace() Z—1T (§9) -

5.6 LM REERR
F-REMEXTEMNARBILTELAENNIE  HEHAZ .
R AR

Add Server & OK ¥2ER 2 K #Y S3EZ| discovery URL A8—3I - 4 > BB - /& FHY None - None
(uatcp-uasc-uabinary)

Local Network #&AZ QEC 1IE&E - Discovery R4ms= - M/EFENEiA Endpoint URL

The server returned no certificate % - securityPolicy 2 None - ZEEFhtT
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Rz #HA

Reglster for ModelChangefvents falled: E# - Event STBIKARE - AIFMRA—(E | XHMEEFH
BadNotSupported

Rebrowse
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6. A Ex ERIFF AL

R EAVENRE - FOEMRR  WAVEEER - RSBRERE - 52 QeC & "ip BIEEIE
2 NKERTENESR -

EEPROM &% #Z IP/ Mask / GW / Port ZE[#78  bank 0 B 18 bytes * magic + version + XOR checksum ; E—IBRFTEH)

EE BIREA [O1Z] DEF_*
Active now e rEZ(EIEREN, B Settings HAMH - BRFE N EMWIAE ; BRI Settings EF
i TR | activeToUi() EFIEA

REBOOT #t & "218 — £, HEEMR LM 3WAEMK

BETEST

6.1 BT EEERETEN

OPC UA Server £ UA_Server_run_startup() 7L 248 bind ZIZ 89 IP + customHostname £ discoveryUrl tH7E
A—ZEZE - 2 1P WA SWS stack EFTUIAIE ( SwsSock: :init() AERE ST SWS_SockCleanup() ) FFEE{E
B server TEEBWMITAERN loop() BEMEHERRES -

HILRRET D #1E - ERK - ER - SRUENAERFER/\RI1EA -

6.2 Port Bt BT BIEE MR X

[ UA_ServerConfig_setDefault() & port 2 3E 4840 « AEZEHZEMNNUEKRER setMinimal () WA AREE :

UA_ServerConfig_setMinimal(cfg, cfgPort, NULL);
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7. FEEEHEER

]

UmrEfBiR 'p3b4’ was
not declared in this
scope

Serial 1 1P = 0.0.0.0 *
Ethernet.begin ret=0

Discovery URL: Z/R

86Duino MMAZ IP

BME(ZTE Log B - BAR
run_startup FAILED

UaExpert I AR OK 1%
HIEKEY

UaExpert & _1B Browse
TH/—HEE

BadNodeIdUnknown

HIBE
A2

267 UaExpert &

Source Timestamp A&

B
UaExpert fJ Timestamp

= 8/

S _E1E Uakxpert 3E
KBk - —&

BadTimeout

Settings i 7 1B)8 N

27 Port Z#EiEAL
REBOOT % 78 &

SRFEAHEFR no
valid EEPROM config

RRESIEI B &

oJgERE

£¥38 data\_project.hpj BUKRE Z1&38
FA seHMI 525t TE=FE ——
myhmi.h/cpp IBEEMN - BRDFTH

PRI ARIESEAL / 1P B A &2 / EEPROM

BEER

customHostname ;2% 2

IP &R / port B G / MRS AR R A

Gigabit fL

%% discovery URL FE—5l)

Discovery URL ~2Z IP

UaExpert I27E A —RE

ENRSE

AREREN T 2RAY

Event / ModelChangeEvents k4R

1IE& - Subscription 5 report-by-exception

T2 SRR A

EE—— FES reset #]1F - UaExpert

watchdog IHEE B

REFI

UaExpert = 7E F3E port

=18 IDE ARV port 10 1T BAE

EEPROM ;28 A B INEY checksum ARF&F

BB{E Label U E AT T EK X F4E/N

7

28 -

97

BRRET LE & A data\_project.hpj FiE—=R
EIESE myhmi.h/cpp - BARE < SR ARER
EAEEE (EmEEBEEREMN L)

M348 Gigabit £l ; BM—ERW S BRI 1P ; ER
SETTING — DEFAULT ( X2 ) — REBOOT ( x2)

&R .ino TE run_startup() ZAIA cfg-
>customHostname = UA_STRING_ALLOC(ipstr)

ERIZEIIFATIA : BACK — SETTING MR E I I%
DEFAULT — REBOOT ° RN EHTIES

2> B

uabinary)

+ &KX NHY None - None (uatcp-uasc-

R EHEE 35

Disconnect — Remove server — 7 Add ; DA

View 12 EERVAR T — M= E 1

ZF &) Rebrowse

Hii! QEC.Counter EJZ
Server/ServerStatus/CurrentTime

.ino FABE #define QEC_TZz "Tz=CST-8" ( &b
UTC+8 » POSIX & -8 ) ; RTC 7 UTC ¥k

"TZ=UTCo"
£ 8 Connect ; X Disconnect — % 3 ¥ —
Connect ; 3§ Remove ZE#T Add - ER_L{ERI5E

Disconnect FYZF 8

% REBOOT (3 MAMRK ) - HFH S
B8 Settings EG1# Active now

SER - ¥

Endpoint ¥ A% opc.tcp://<IP>:<# port>
W FEETE SR ; EMtMINsEH AT EE

£ Settings B 32 —X CONFIRM ; 115<BZBI EEPROM

BEER

% §8 E’JZ% ; EEHIL,\ pllile6 %}_gﬁ}& 700 pXx L\/{J:
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Console / Log

1 11:20:01 HMI started

2 11:20:01 config loaded from EEPROM

3 11:20:01 IP 192.168.2.200 mask 255.255.255.0 gw 192.168.2.1 port 4840
4 11:20:02 Ethernet.begin ret=1 IP=192.168.2.200

5 11:20:02 address space built (Objects/QEC)

6 11:20:03 run_startup FAILED 0x80050000 BadInternalError

7 11:20:03 server NOT running - most likely a bad IP / port or a duplicate IP

8 11:20:03 recovery: BACK -> SETTING -> fix it (or DEFAULT) -> REBOOT

7-1 run_startup() KFHIEF : EIREEE Log B ~ HUILIKAE RS EATRIEIE - BABIIANBEIRIE - AT —1E]
ARIFATIP FERERAZIEIFAET) ~ REEEFTIELR -
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QEC_OPCUA_Server_HMI\
[ QEC_OPCUA_Server HMI.ino A2z (% 720 {7 > FHua(E)

— README.md FgEE Rt (BIEER ~ Tuffk library [Rii ~ $8%)
|~ CHANGELOG.md ARG AR BT
— myhmi.h 86HMI et THEESL (Z1FH0
f— myhmi.cpp B6HMI &t TAEE (/F50)
L data\
L— project.hpj HMI FREIZHZE (3 H @ At TESD

b

*ié?’\

QEC_OPCUA_Server_HMI.ino 2 ERIRIE - AEAER §2.2

data\_project.hpj HMIARE - SR EEFSREt TH - REEEHE myhni.*
README . md 2 86Duino hX open62541 FY T IXPRFIER A B ZEA94E5E ( EXE IP ~ Discovery URL * I -

attr.dataType  session 512 ) - library RIGHE—1TER BB

CHANGELOG.md ARHTEEES Label EESCNMBEHE(ETESE

A B HMI IREIRYFESCIEIEER @ Label EEEWRRFTTEER © 7€ .hpj B9 JSON 1258 Label B width ;8B —
— FseHMI Rt TEFER - TEEM "RETHXZE 1 EH auto-fit E1E Label WEE ( BRIZ 8.15 px/F ) °
I ABEZNEUXZEHAEER "RROIRERER . - AIUAREES p1116 FLMIFEE 94 BF T - FiEE
auto-fit 2l 769 px - IXENELE Label I F 2% - ;ECIIEEREERARG/) SRR TENEAEZHEE -
S ARERC S FEE - myhmi.h / myhmi.cpp A ZREFH -

AR 21P & : https://www.qgec.tw/wp-content/uploads/2026/09/QEC_OPCUA Server.zip
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https://www.qec.tw/wp-content/uploads/2026/09/QEC_OPCUA_Server.zip

9. BB

FERR QECRYOPCUA MTE I AZE - N RMBIEERENRBCHESL - E—FNEEEN TN —F  UAE
—D KR EE2IE -

9.1 LIRBCH L4

E—HIBEAHAN QEC EEMMEIEA - F £ SCADA / MES / historian SZ 21 % OPC UA Client - JEAF—
@ endpoint MMEE L ; BCEZEINAIFE - Python B9 opcua © C# BY OPC Foundation SDK * Node-RED Y OPC UA £fi
BER AL -

BEAHTNENRB=IR :

Endpoint opc.tcp://<QEC B9 IP>:<port> ( EHIHR Main BEF—1THETD )
ZEH SecurityPolicy None * MessageSecurityMode None * Anonymous
BNEL ns=1;s=QEC.<&%> - BER §3.1

9.2 MAKRBCHER
BRTH - BE MR R EAN - BRAMRBEENER - 1 buildAddressspace() M—{TrA— A EM :

addVar ("QEC.MyValue", "MyValue", &UA_TYPES[UA_TYPES_FLOAT], &f0, RW);

—HEERREFRAHMNIEEM . BBIPTESE attr.dataType ( BRI LI XA B FIAIZ BaseDataType )
HEEBREERE RO EZ RW ( §3.2 WIEAREER ) - B B0 Qec. IR - ZE D BLEERIFEIE -

BN —ZIESDRE - HIU objects/QEC [& N7 DeviceInfo /Motorl/ IO °

9.3 i QEC IBKE Client

MR ZEAZBIARI OPC UA Server (IhE PLC ~ EU 4 - &2} )  BEMNRBERT - B—IHENEZTEARE
—  EREIFETH - SMEEAESE  IUTESE TEIR LB Browse #5EIEEIEE] - R (QEC
OPCUA Client fIsF TE — FEBFM) -

ME QEC #MiZ2REA4NAS | —8 1 Server ~ —& 1 Client - PREAAREZE pC -

9.4 F EtherCAT H£7&

EIER loop() M—FRBATAIRIEB ZEZEZNER - IECKBE 7 : E—B ua_server_run_iterate() ZHBHE
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